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Abstract

Mobile banking (m-banking) is an online banking service via a smartphone application. It is an alternative to internet
banking (i-banking), which uses a web based application via a web browser. In comparison to i-banking, m-banking
has been seen as safer and securer. However, several bank-hacking crimes have been reported during the last few
years. So, several previous studies analyzed the i-banking security/safety issues. Yet, most of them have not yet
focused on m-banking. Some of them have investigated m-banking only on the technical (security) merits but not the
management (safety) side. Significantly, most of them have not yet analyzed according to the following critical points
occurred crime cases, detailed observation on the real services, experiments to break the real mobile banking systems
on the user side. Hence, in this paper, we propose to analyze both safety & security and cover all the aforementioned
significant points. By investigating six banks in Thailand, we have found several weaknesses of the m-banking systems.

The contribution from this work can provide direction to improve the security and safety of the m-banking systems.
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Figure 1 Global mobile banking users®
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Table 1 Documents for opening a bank account

Criteria for Safety Analysis A B C D E F

1. Opening bank account

1.1 Citizen identity card [
1.2 Driving license & House record / [
document

1.3 Civil service ID & Houserecord / [/ [ [ | [
document
1.4 Passport (in the case of for- / [/ [ [ [ [

eigners)
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Table 2 How to apply for m-banking
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Table 3 Login features

Criteria for Safety Analysis A B C D E F

Criteria for Safety Analysis A B C D E F

2. Applying for mobile banking
2.1 applyingatabankbranch [/ [/ [/ [ | [
2.2 applying via a smartphone / /
application

2.3 applying viaan ATM machine / [/ [/ [ [

97N (Table 2) WUl 2 sWIANTAENNTD
aastwsatwaLaTulE wasdl 5 TuwenIRasdovasE
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32Uy OTP 8nane

3. Login Features
3.1 Access to the system by using /) /
a PIN lock
3.2 Limit login of the PIN Lock 3 3 3
3.3 Access to the system by using / / /
username & password
3.4 Limit login of the username & 3 3 3

password

21N (Table 3) § 3 ﬁmmi"?ilffﬁg'ﬁ:uuﬁm
%agﬂ"ﬁua:‘sﬁamu uazil 3 ﬁmmiﬁrﬁw;ji:uuﬁw PIN
Gslunslassia PIN Andanunislasiatas ATM lunnsvin
TINTINNINITU FIUANA199INTZUY i-banking Al
snanInidgszuudas PIN leazl A m‘fi‘a;ﬂ%ua:iﬁamu
Wi GaiuasEnndemIIaLeUasRIIN TN HanaNTin
Tfssunisiadimuasslumsaansu winilaudayaiia
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Table 4 Resetting Username/Password or PIN

Criteria for Safety Analysis A B C D E F

4. Resetting Username/Password or

PIN
Resetting username if forget
4.1 Reset at a bank branch / /
4.2 Reset via a call center / /

Resetting password if forget

4.3 Reset at a bank branch / /

4.4 Reset via a call center /

4.5 Reset via a smartphone ap- / / /
plication

4.6 Reset at an ATM machine /

Resetting PIN if forget

4.7 Reset via a call center / /
4.8 Reset via a smartphone ap- / /
plication

4.9 Reset at an ATM machine /i
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Table 5 OTP features

Criteria for Safety Analysis A B C D E F

5. OTP features

OTP life time (in minute) 15 3 15 15 12

5.1 using OTP when transferring / / /
money

5.2 using OTP when adding a / / /

receiver bank account

5.3 using OTP when changing / / /
the mobile phone number

5.4 using OTP when paying / / /
money for any services

5.5 The maximum number of 3 3 3 3 3
passing wrong OTPs

970 Table 5 nuiueswanslalidiszes
amsnsansia OTP fiwmudsiuly annmsneseu
wudszuy OTP ludszinalnafinnsssartriesnin
Fotuszziaanlaiin 3 wndl Aswens C sl,%ag' ULLANN
aunin Wiosanszoznawwanly enaduseslndlw
fardwdnaluadays winlnsdnwrildssu sMs oTP
fadauas v sms oTP aslufaesosnasfiaandnuas
Rsandndnaldvihosnssuiewdvesdnd Gaviu
LeaasfilTy SMS OTP v=dasiinnnuisaads Snsuann
hSruazamaseunnulaenduiaue
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Table 6 Other safety issues

Criteria for Safety Analysis A B C D E F

6. Other Safety issues

6.1 Login notification / /Y Y
6.2 Safety setting rr
6.3 Auto Log Off 5 3 5 1 1 15
6.4 Transaction secret code /
6.5 Activity notification

- E-mail notification A

- SMS notification /

270 (Table 6) WUIITUIANT F H3z820380
. e T oem A R 4
mydentzuudaludawuwinll ilafisuiusmnasdug
y G oo 0 em
FaszuziaaNwiwAnlli a1 lvTaandnuausiusay
mavhosnsswle

Table 7 Cancelling m-banking

Criteria for Safety Analysis A B

7. Cancelling m-banking

7.1 cancel at a bank branch / /]

7.2 cancel via a call center ;o

7.3 cancel via a smartphone ap- / /o /
plication

7.4 cancel at an ATM machine /

cancel at a bank branch
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910 (Table 7) duaeumsianlfusmszuy
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ﬂwﬁﬁm%ﬂm’%aaﬁimma aanudaaady swias
A2IATERINIINTATIIREUMIEUIUAT WInANsunan
mslFnunizenaazinmsnauundsiiodasnisvinle
Tdiilywiniadaaninaramsanianmsldauus
gaiTalriiernssusas S9meswnansaasdusaly
miaTaseuaNunndas lumsvaidnliuins lasawiz
86198951913 B, C waz D mgtymiﬁﬁmmn@mhuﬂaa
Fulaas %amaﬁ‘[amagﬂhuﬁLmuﬁmﬂﬁuﬁqﬂu lag
ﬁam%wvlﬁd'mﬁq@ wndouildasaseuduiudian
lsidwa

Table 8 Closing bank account

Criteria for Safety Analysis A B C D E F

8. Closing the bank account

8.1 closing at an account-opening / [/ [ [ [ ]
bank branch

8.2 closing at any other bank [
branchs

8.3 closing by using the citizen ID
& the bank book o

8.4 closing by using the citizen ID
& police document (if the book  / [

bank was lost)

370 (Table 8) wuinnisvadaindldi
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2) WARIWAINNWAIVBITEUL m-banking
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Figure 3 SSL Sniffing i-banking can eavesdrop user-

names & passwords

2.2) Namslau@wuy SSL Strip

ssL Strip Wwinafiedtildlumslaud
i:uuﬁmmiaau"l,aﬁﬁl,ﬂuﬁﬁwagliﬁ'ﬂan nadadoud
U a.a. 2008 nadanuaniafatululszinalng
wu:i%ﬂumﬂﬁﬂﬁgnﬁ'lml%mnﬁq@ PMNNINARBIANIL
Toyadauinafia SSL Strip dauaadlu (Figure 4) de
Tsunsu Wireshark S9vihmsaniuuinifiaf laatand lu
yoefldnusuusnesunlnsiwitafornuueUwiindu

J Sci Technol MSU

woinduaeunisiesvednmstonldlnslneas HTTPS
vlwlaimunsaTandiuuy SSL strip I6 wvzisudud
HTTPS 8aludad lindauiuszuy i-banking ﬁlﬁé‘l’ﬁﬂu
QL’éwnwséams Faorailu HTTP udSudiwinedees
¥inm3 Redirect 1iflu HTTPS fionalaw SSL Strip 'lef
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199 Application Data
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Figure 4  SSL Stripping on m-banking failure due to

https initialization
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Figure 5 The success of SSL Stripping on i-banking
PNKHANINARAUNITINIUT YA
InAka SSL Strip §ia3zUY i-banking ANy
ireTatuaaalu (Figure 5) wulunisdadunisgladae
38#i52UU i-banking T NTWAIEEENINTZUY m-banking
wnzfilamagnlandla wnglglifiaw HTTPS wdins
fosvarzuuswianslaglsinsTnaes HTTP doiwazifinle
37 MIlFuEIUIZUY m-banking ﬁ]:ﬁm’mﬁumgaﬂ'j’l
MBI UHIUIZUL i-banking
PNANANMINAFBUNS LRNAMEITUNIN
NAIMIAETHS 2 5% Aa Mslan@uuy SSL Sniff waz
mslanduny SSL Strip wudtlimansndniudayald
Lﬁaamﬂmsﬁ’muummﬂwﬁm%’mzlﬁgﬂuuunﬁéams
Fudsninafunlnslnass HTTPS Afimsdnsvadae
TwsTnaea ssL &sazldlumsasiamondanesinlumsdnsia
msuaniasm Public Key WAz Session Key nauyinn1s
ﬁammamﬂa‘wﬁaya was¥nmadnadayasay Secret
Key 5:w19 loatouduazidininefaadonuuinmsiiin
SSL Handshake %aﬁagaﬁgna&ngnﬁwﬁaﬁm SSL/



Vol 36. No 1, January-February 2017

TLS daludd vilideyalianugndauaziduainuay
ialasiunmsTanddedsunsnnasmydoans asfiuwle
Jmsaessunlnsinaea HTTPS fnzﬁmmﬁ"umgja
mminﬂaaﬁ'unwé’n%’m’”agaﬁﬁ%wﬁ@ lagauaunns
FanuasuN Tl sueUwaledw Asdadn
32UU m-banking létag I@yvlaiﬁaaﬁaW']Q'Lﬁmuiﬁﬁuﬂ@
HTTPS @sensldannszuy i-banking Afsdesondunis
éfammad;ﬁ“ﬁmul,ﬂu%u@auq@ﬁm lunsiasiuany
s Sananisnansslusrnnslendszuy i-banking it
saandasRLNWITuRaunIni AuaasnnudiSavesms
Taw@s=uy i-banking 837 SSL Strip waz SSL Sniff i
dldsulnghifnadne

2.3) sduuumslanfdasitunsnnanins

A
ORI
HACKER
# W:} Shaiess @
i <Sﬂvefcen HACKER) | Server Cert BANK -
L HrTPs DATA > [ HTTPS DATA >
SSL Sniff

Figure 6 SSL Sniff
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