Awuraualy

ﬂ'\iLﬂ%&lﬁ%’l\‘i‘ﬂi$a‘n%ﬂ'lW?lﬂ\‘iﬁ%fU‘]Jﬂ'J'iJ@Nﬂ'liL?T’lﬁ\‘i Lﬂ%aﬁﬂﬂﬁqﬁ%ﬂﬂqiﬁ%ﬁﬂﬁaﬂa
< A @
aaﬂ‘ngﬂmm

The Enhancement of Egress NAC Systems for Valid Logging

2330WA §IIIHMN,] gUin WanIATINY
Atthapol Suwannasa,’ Somnuk Puangpronpitag’
Received: 28 September 2014 ; Accepted: 14 November 2014

Q 1

uneanga
¥ K A [ = o A ] o o v v v a 6 & :ﬂl ' o

ssuumugumudhiisieietnofianudidyfeltiududaudlinowdlinudunaiiia nidlududsznauddanes
szuufanaifiudayanmadildnuvesdld (Log) andarimuases wiv. IdronInsziAaifiviiuaaufiaiaed
T w.a. 2550 nanpwiiBnuaIRIWIRImIManUIzIUAILguM It feTatnouazn1aiy Log {lF uazld MAC
address \dudayaddnlilunisdridaaiadld udialetiomarilazdasinaBaudariunany Hop vilidn MAC
address mauQ’lﬁLﬂﬁﬂuLLﬂaavlﬂiuLL@ia: Hop sruvdaiudayadinanfanaiauazdumaldanm i doya Log anlfam
aoin uwddpiRaiheuedtnuilidgmdmnandismsiamnszuuamuaumadhfseieteifisiudsznavves
inalulad JAVA Applet iNalilunsdiasn MAC Address figndasannia3asdld namswamszuunuiausaiiy
Qs = v v v v 1 v dl ] a a o
tufindayamudilinuvesdlildetnndas lasilisadszaniamwlunsrieu

[

AEIAY: szuumUgUNsIntaeiatny ToysfanAanain nUNUIRTLNALEALATE

Abstract

In Egress Network Access Control (egress NAC) it is crucial to authenticate users before they access the Internet.
One of the most important parts of the egress NAC is the network traffic log system. According to the Thailand
Computer Crime Act of 2007, several organizations spend a lot of money for egress NAC and log keeper systems. In
many log systems, MAC Address is used to identify each user’'s machine. However, most systems are used to control
multi-hop connections, in which MAC addresses are changed in each hop. So, these systems end up with storing the
invalid user's MAC addresses. When the systems keep the invalid information in their log files, these log files cannot
be used as valid evidence to point out the real users. Hence, this paper proposes an enhanced solution by using JAVA
Applet technology to collect the real user's MAC addresses. The experimental results have demonstrated that our

system can keep valid log information in log files without reducing the system performance.
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Figure 4 Authentication log from RADIUS
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