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Abstract

Within the artificial intelligence rebellion, barely any innovation has been meliorated as quickly as biometrics. Fingerprint,
iris, and face are popular digital identities, routinely integrated into common devices and portable gadgets to empower
a quick and secure authentication. The uniqueness and ease of use of biometrics have subrogated traditional
authentication, such as password and powered up the confidence of users conducting online transactions and using
mobile devices in the new normal era. The authentication systems are actuated by image processing and pattern
recognition techniques. The performance of these systems are highly affected by the quality of the acquired input
where noisy images, poor pathological samples, and less controlled surroundings are major challenges to overcome.
An innovative and attractive alternative is the machine learning based authentication. The intelligence and efficiency of

authentication process can be increased while processing time and complication processes are lessen without program
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adjustment. Therefore, this academic article was composed to evaluate the strengths and weaknesses of the top three

aforementioned biometrics. Empirical evidences on the breakthrough of machine learning based authentication

systems were presented. The benefits lie in providing solutions for those who are looking for the appropriate, cost-effective

and efficient security technology for booking accommodation with a host, accessing bank account, applying for

government benefits, accepting a new friend request on social media or any online interactions.

Keywords: Authentication, Biometrics, Digital Identity, Machine Learning
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Figure 1 Biometric Authentication Process



100  Suwimon Vongsingthong, Juthamas Paiboonsak

and Songpon Nakaresruengsak

Figure 1 U8AIGI0E1INTZLIUNIIRGANGIAU
ﬁmvl,uiam‘%mﬁmm%ugm Aisznaudin 3 Tuaamn:
masnsidon mMIsfaguinsue LaemIIwIwaInn
%ummmmﬂumiﬁuiﬂuiaLm'%nsfﬁammumﬁ LB
NN aeindle Wi 1u1nu’171aumm°naacﬂ°ﬁ Toyn
DRI REE nmmmLﬂummmaanﬂﬂmanﬂmwaww b
"Lumﬂulu;ﬁmmanw LWEIW]VL‘iJﬁiN@mLLUU (Template)
Fafullugmdoys luduaond 2 dsiugerlddasnns

=3 a v v A a > £ a 6
dnfiauin dlfzdesiuiudiaudslulawaing

gRatdsriuiufaimnzdowly luduaaud 3 Tayaii
Lﬁwa:gﬂﬁﬂﬂﬂs:mawmﬁ'aaﬁ'@qmﬁﬂwmzmwwm
Lﬁﬂnifzmumsﬁgaﬁé’muﬁmaaLﬁsaﬁ'u%u@lauﬂws
ERESI Lﬁ'mamﬁaﬁagaﬁ%’mﬁw:gn%uﬁl,ﬁam%w
Weutudwuuuisafiuly WINMIIUEENUTY Bl
Q’Lfmumﬁmaammgﬂﬁaau,a:mmmLﬁwﬁau'%mi
ﬂ%aﬂ%fwmﬂiﬁ?ue] (Zulfigar, Syed, Khan, & Khurshid,
2019) lagazuiululawesndnuguluiadssiniu ldun
apiinde dwan wazlumih Gfal,l,@w'azqmé'nwmzﬁmﬁ
Qmauﬁ’@mww:ﬁLmn@mLLa:mmmuﬁumﬂ%mulu
USunensin (&3ua 1AFINaY, 2565)

2, mﬂﬁaﬁa (Fingerprint)

aoiiaile Lfluqmﬁﬂwm:ﬁﬁmﬂﬁﬁaﬂgaﬁﬁa
aulunanenarsTefiinen wadsasldsuanufisuain
mslFnuiiazan gUnsaiumwinangn iuguansoe
Aflanuiadios Lmﬂﬁwaﬁwfﬁﬁmmu&iuﬂﬂgm Tapv 'l
ﬂméfﬂﬂmvmaamyﬁaﬁaﬁﬁmﬂ%’lumﬁLﬂswv'vi‘ ARG
1u Figure 2 ﬂima‘umﬁ aumﬂmma (Ridge) ‘nuanwmw
uiduuulds mmwwum“ﬂmmua wazsasapiiafie
(Furrow) manwmuﬂmaamnaanagszmwaumsm
fla Sammihaulsznoursesanldrislinsusiiwes
mﬂﬁaﬁmﬂu‘lﬂaﬂ'wgﬂﬁaomjuﬂﬂ (Nguyen & Nguyen,
2019)

. 2 a
TAIREUIND

Auanaiaia

Figure 2 Fingerprint

J Sci Technol MSU

3. NwA (Iris)
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Figure 4 Face
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Machine learning in biometric authentication 101
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Figure 5 Deep Learning Model
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