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Abstract

Recently, business enterprises and large organizations worldwide have been migrating their core IT business
operations, which once running on premise, to host on cloud platforms in order to reduce cost of ownership and
increase return on investment. However, running application on cloud with optimum cost is not as simple as ones’
thought because of several factors. One major factor which is the focus of this paper is how to selecting and
implementing the efficient algorithms especially the frequently used such as hash algorithms which are part of user
registration and authentication functionalities. For this reason, the author has setup the experiment on comparing
various hash algorithms in term of execution speed. As a result of this experiment, any developers would readily adopt

it as part of development process in no time.
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K, = 8F1BBCDG, L3040 < ¢ < 59, K, = CA62C1D6,,
4
W eo<e<7s
o R o X
WINTUATING f£ihe.d) G9%h
(bac)vibad), 0<e <19
(b@c@d), 20<¢<39
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1) fuuadauluves W uaz wr (t fodeu vad
saufvihludun 3)

W, = B Li"ia 0<t<15
W=E 1o

7,4,13,1,10,6,15,3,12,0,9,5,2,14,11,8),16 <t < 31
[3,10,14,4,9,15,8,1,2,7,0,6,13,11,5,12],32 < t £ 47
[1,9,11,10,0,8,12,4,13,3,7,15,14,5,6,2],48 < t < €3

4,0,5,9,7,12,2,10,14,1,3,8,11,6,15,13],64 <t < 79

u[16..79] =

W =5 1fe

[5,14,7,0,9,2,11,4,13,6,15,8,1,10,3,12],0 <t < 15

[5,14,7,0,9,2,11,4,13,6,15,8,1,10,3,12], 16 <t < 31
[15,5,1,3,7,14,6,9,11,8,12,2,10,0,4,13],32 < t < 47
[8.6,4,1,3,11,15,0,5,12,2,13,9,7,10,14], 48 < t < 63
[12,15,10,4,1,5,8,7,6,2,13,14,0,3,9,11],64 < t < 79

u[0..79] =

'
o

2) aspndayaussiandunisuiu lasmnua
aisudulumsdwad w5 6 § 2 70A8 (a,b,c.d.e) uaz
@b,c.d.e) I@m’%méﬁé’u Ist6in hash 9nTaurauminil
HT quile B maaa*’m (a=H™ e =H™ 0 = H™, .6 =HTY)

BN HIaULINITA R UAAN S duasliAe
H? = 67452301, HP = EFCDABES,,

H] = 98BADCFE,, H] = 10325476,

H? = C3D2E1F0,,
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ANn9n K. wae & 2w1e 32 dn

K. =0, Lfia 0<t<15, K, =5482799,, Lfia 16 £t <31,
K, = 6EDSEBAL, Lfia 32 <t < 47, K, = 8F1BBCDC;, Lfia 48<t <63
K, = AS53FD4E, Li}p 64 < ¢ < 79, K. = S04285E6,, |f1D 0 < ¢ < 15
K. =5C4DD124,, Lfia 16 £t < 31, K, = 6D703EF3,, Lfia 32<Lt<47

= 746D76E3;, Lila 48 <t <63, K{ =04 o escec7s

Wardunyuin z.z;
R, = ROTI*H(x) b8D t WAz u Aenaedt

[11,14,15,12,5,8,7,9,11,13,14,15,6,7,9,8],0< ¢t < 15

[7.6,8,13,11,9,7,15,7,12,15,9,11,7,13,12],16 < ¢ < 31
[11,13,6,7,14,9,13,15,14,8,13,6,5,12,7,5],32 < ¢ < 47
[11,12,14,15,14,15,9,8,9,14,5,6,8,6,5,12],48 <t < 63
[9,15,5,11,6,8,13,12,5,12,13,14,11,8,5,6),64 <t < 79

u[0..79] =

RL=ROT*H(x) \{jp t uaz u Aenaedt

[8,9,9,11,13,15,15,5,7,7,8,11,14,14,12,6],0<t < 15
[9,13,15,7,12,8,9,11,7,7,12,7,6,15,13,11],16 < ¢ < 31
[3.7,15,11,8,6,6,14,12,13,5,14,13,13,7,5],32 <t < 47
[15,5,8,11,14,14,6,14,6,9,12,9,12,5,15,8),48 <t < 63
[8,5,12,9,12,5,14,6,8,13,6,5,15,13,11,11],64 <t < 79

u[0..79] =

Warduassng £(bed, £b.ed) §gi

(b@c@d),0<t<15
(bAc)v(bAd),16< < 31
(bve)®@d,32<t<47
(bAc)V(cnd),48 <t < 63
b@(c@®d),64<c <79
b@(c@d),0<t <15
(bac)viend),16<t <31
(bvd@d,32<t <47
(bAc)v(bad), 4B <t <63
(b@c@d),64<t <79

fb.c.d) =

fi(bed) =

3)  IMIFIMLULIWEN 80 vau (¢ = [0...78])

T=Rla+filbed) +K.+W,)+e,a=¢,
e =d, d =ROTL*(c),

c=bb=T
T'=Ra+f (b, d)+K +W )+¢,
a' =¢,¢ =d,d =ROTL*®("),
c=bb =T
4) dwrnken hash Toyagadagtinv w9 &

TABMSUINUUY modulo-32 d9aunsaallit

T=H '+c+d H=H 7 +d+¢,

Hi=H+e+d H=H *+a+b,

Hi=H T +b+c H: =T

=

Falodwimdn hash vastayazagaring

L&39 ﬂﬁ]wvl,(ﬂﬂ’l H: 19 H 29 0183961 hash WadL39
HI | BT | B || H7 || 5
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d807aa%8
=245b69cl
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aZbfeBal
1%a4clle
T48f82ese

71374491
12835b01
efbe4786
aB83lcéeed
2el1b2138
aBlacéeéb
1le376c08
78a5€636f

428a2f98d728ae22
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Figure 1 32-Bit Constants for SHA-256
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Figure 2 64-Bit Constants for SHA-512
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Figure 3 Flowchart of OpenSSL Caller Application

Table 1 Testing results showing number of loop count for each algorithm

Loop Count
Test Data Block size
SHA-1 SHA-256 SHA-512 RIPEMD-160
16 Bytes 5883385 3829946 2646815 3966983
64 Bytes 4409469 2190872 2496280 2365671
256 Bytes 2054471 921496 1140823 1072700
1024 Bytes 778829 270388 407891 360938
8192 Bytes 104233 37605 58370 48794
Table 2 Calculating throughputs from loop count and test data size for each algorithm
Throughput (Kbytes / Second)
Hash Algorithms
16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes
SHA-1 31425.24 94133.25 175459.61 266058.11 284704.82
SHA-256 20431.17 46792.18 78768.1 92321.12 102692.06
SHA-512 14119.74 53278.75 97459.55 139400.07 159433.5
RIPEMD-160 21176.56 50544.48 91733.56 123249.39 133414.74
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Open SSL Hash Speed Brenchmarks (3 seconds loop count)
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Figure 4 Bar chart showing testing result comparison from Table 1

Open SSL Hash Throughput Benchmark
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Figure 5 Bar chart showing throughput comparison for each algorithm
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